
  

 
 Abstract—Increased digitation, automation, intelligent 

processes and global interconnectivity, are just some of the 

drivers reshaping how we think, we work, we learn, we organize 

in society. These drivers will entirely change the way we live and 

work, impacting directly the way we build education system for 

today’s students. Education 4.0 emerges as a response to the 

challenges of Industry 4.0 that focuses on the intensive use of 

cyber-physical solutions and internet-based technologies across 

our lives. The very driver of education for the future should be 

aligned to these exponential technologies, not forgetting a social 

and environmental view in the refreshing curricula. Rapid 

technological breakthroughs are leading changes in our social, 

economic, ecological, and cultural lives, causing a great variety 

of challenges in the education system. Future skilled workers 

depend very much on the quality of education system, which is 

itself dependent upon a serious and responsible debate 

involving education, industry leaders and public politics. The 

literature reveals a lack of studies on this topic. This paper 

focuses on exploring skills in today’s students need to seize 

opportunities and find solutions in the context of Industry 4.0. 

The study emphasizes the need for a full-scale transformation in 

technical, learning and citizen system. 

 
Index Terms—Education 4.0, economic, social and 

environmental challenges, industry 4.0, skills and competencies.  

 

I. INTRODUCTION 

Progress in digital technologies is changing the way we 

think, the way we work, the way we commute, and at the 

organizational level, the way we design, produce, 

commercialize and generate value from products and services. 

This new paradigm brings with it enormous possibilities, new 

solutions to global challenges, and employment opportunities 

for jobs that have yet to be invented [1]. 

At the same time, it consolidates a potential threat of 

technological unemployment. Combined with environmental 

changes and population growth, we have never lived a time of 

greater promise, or greater peril [2]. To adapt to these 

transformations, people must have the skills required to work 

with the new technology, and with one another, and also to 

adopt a new mind set. 

This new industrial paradigm will demand for new skills 

and competencies. Literature review estimates that the 

growing complexity of jobs as a result of digitalization and 

the consequent growing demand for higher skilled people 

would necessarily lead towards an increase in the importance 

 
Manuscript received November 12, 2019; revised January 11, 2020.  

Maria do Rosário Cabrita is with Universidade Nova de Lisboa, Lisboa, 
Portugal (e-mail: m.cabrita@fct.unl.pt).  

Hossein Safari is with Department of Industrial Management, University 

of Tehran, Iran (e-mail: hsafar@ut.ac.ir). 
Maria del Pilar Muñoz Dueñas is with Escuela Universitaria de Estudios 

Empresariales, Universidad de Vigo, Spain (e-mail: pilar.munoz@uvigo.es). 

of continuous learning, training and education. To take 

advantage of the set of opportunities brought by advanced 

technology, we need a similar revolution in education. The 

competencies and skills of students should reflect the 

challenges of the society. Education 4.0 emerges as a 

response to Industry 4.0 in order to encourage the 

development of a school of thought committed to prepare 

qualified, trained and skilled people who are ready for a 

highly globalized world and a digital-driven society. 

 

 

 

 

 

 

 

II. INDUSTRY 4.0: DEFINITION, CONCEPT, DRIVERS AND 

REQUIREMENTS 

A. Definition and Concept 

Industry 4.0 is a high-tech strategic initiative, first 

mentioned in 2011 in Germany as a proposal for exploring 

the potentials of new technologies and concepts such: i) the 

massive use of networked systems and Internet of Things 

(IoT); ii) the creation of smart products and services, 

including the idea of smart factory that “context-aware assists 

people and machines in execution of their tasks” [4], and; iii) 

the use of Cyber-Physical-Systems (CPS) that “accomplish 

their tasks based on information coming from physical and 

virtual world” [5]. The focus of Industry 4.0 is to create smart 

products, procedures and processes, a manufacturing 

approach characterized by small decentralized and digitalized 

production networks that act without human intervention and 

autonomously control their operations depending on their 

environment changes and requirements [6].  
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Literature examines Industry 4.0 predominantly from a 

technical perspective, whereas only few articles consider 

aspects concerning to social and environmental perspective. 

Education system must prepare students for jobs that have not 

yet been created, technologies that have not yet been invented 

and problems that we don’t yet know will arise [3]. This work 

intends to examine: i) how education system should evolve to 

accommodate a digital-driven society; ii) What kind of skills 

can be provided in educational institutions that will be most 

useful to adapt, shape and harness the potential of this big 

transformation. The rest of the paper is structured as follows: 

in Section II we provide a brief introduction of Industry 4.0, 

emphasizing its main drivers and requirements to face digital 

transformation; in Ssection III we describe Education 4.0, 

pointing out the curricula required to face Industry 4,0 

challenges, the methods of teaching and learning, learning 

environment and assessment; Section IV examines what 

skills in today’s students/learners need to face economic, 

social and environmental challenges; Section V concludes 

that changes in educational profile calls for a renewed 

education system involving society as a whole.
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Despite the interest in the topic for both academics and 

practitioners, a generally accepted definition of Industry 4.0 

has not been published so far, being the meaning of the term 

still more blurry than concrete. The Industry 4.0 concept is 

seen as a fundamentally new approach that brings together 

the digital and physical worlds that aims at strengthening 

industrial competitiveness. Currently, Industry 4.0 is a 

collective term for combining different technologies that 

come together and bring different areas together [7]. 

B. Main Drivers and Requirements 

Literature review [8]-[10] states that Industry 4.0 has been 

driven by four disruptive drivers: the rise in data volumes, 

computational power, and connectivity; the emergence of 

analytics and business-intelligence capabilities; new forms of 

human-machine interaction such as touch interfaces, and; 

improvements in transferring digital instructions to the 

physical world, such as advanced robotics and 3-D printing. 

Other authors [11], [12], focusing on a human-centric and 

environmental perspective, study the implications concerning 

the potential use of different technologies in the social and 

environment context. To successfully embrace the Industry 

4.0 challenges, in a social and environmentally sustainable 

way, it is vital to accompany technological transformations 

with education and ecological training programs. Table I 

shows the main drivers and requirements to face digital 

transformation in the context of Industry 4.0.   

 
TABLE I: MAIN DRIVERS AND REQUIREMENTS IN THE INDUSTRY 4.0 

CONTEXT 

Main Drivers in the 

Industry 4.0 Context 

Main requirements to face 

digital transformation 

                                 

Economic 

Interoperability 

IoT (Internet of Things) 

Digitization 

Automation of tasks 

Service-orientation 

Connectivity 

Computation 

Cloud/Big data 

Real-time capability 

Smart products/processes 

 

 

Work organization 

Culture of collaboration 

Skilled workers 

Data analytics 

New business models 

Know-how protections 

Legal frameworks 

Communication 

Networks 

Strategic vision 

 

Social 

Immigration 

Demography 

Urbanization 

Smart cities 

Inequality 

 

 

Technical skills integrating 

different cultures 

New socio-technical system 

Human-machine interaction 

Governance 

Environmental 

Energy consumption 

Environmental impact 

Lack of resources 

 

Smart energy systems 

Environmental mind sets 

Efficient processes 

Recycling 

 

 

Demography is changing, namely in Europe which brings 

additional challenges. Immigration phenomenon may 

partially mitigate the effect of the movement of ageing 

workers in developed countries. However, it requires an 

integration of different cultures and various technical skills in 

new socio-technical system. Smart technologies can be 

harnessed to both enhance urbanization and reduce 

environmental impact. Industry 4.0 is expected to facilitate a 

mixed urban development, bringing the factories back to 

towns, close to the residential areas, promoting the concept of 

“city of short distances”, with impact on the adoption of 

environmentally-friendly integrated “urban production” [13]. 

This will engage governments, citizens, visitors and 

businesses in an intelligent ecosystem. 

Industry 4.0 is also coping with the urgency of producing 

within environmental constraints in order to be geared 

towards sustainability. The main environmental pressure that 

digital technologies are suffering is related to the adoption of 

low-carbon energy systems [14]. 

Environmental concerns will benefit from Industry 4.0 

technologies, especially from Artificial Intelligence (AI) and 

Internet of Things (IoT), by enhancing urban transportation, 

waste and water management, renewable energy, smart grids, 

urban farming with real impact in climate issues. 

These new opportunities will demand for workers which 

are high skilled, innovative, resilient and dynamic with 

preference for those with high IT competence as well as 

practical abilities with good understanding management and 

engineering aspects [15]. 

 

III. EDUCATION 4.0: TRENDS AND OPPORTUNITIES 

As work organization and environment are transformed by 

the drivers described above, employees’ skills will be 

required to change dramatically. While business models and 

processes become more agile and data-based, new skills and 

qualifications are needed. Education institutions play a key 

role in shaping a new society, however, most today’s 

education systems are based on models designed to output a 

workforce for jobs that no longer exist, being insufficient to 

meet the challenges ahead. We need to reinvent our education 

systems, preparing people with skills and knowledge to 

design and invent solutions to our most pressing problems 

(e.g population growth, growing inequality, population 

ageing, climate change, among others) and reimagine society 

to face Industry 4.0 challenges. The purpose of Education 4.0 

is about learning how to thrive in a transforming world. In 

this sense, creativity, imagination, innovation, critical 

thinking to solve complex and abstract problems become 

civically engaged in education concerns. 

A. Education Trends and Opportunities 

Some authors [16]-[18] explore the trends of Education 4.0 

and advance a vision for the future of education, from schools 

to lifelong learning, student-centric while built around 

individual, where the major learning responsibilities will 

shift from the instructors to the learners. Learning together 

and from each other, peers become very significant in the 

learning process, while teachers assume the role of 

facilitators. However, Education 4.0 requires shifting not 

only technical/soft skills but also learning/teaching methods, 

learning environment, and learning assessment as shown in 

Table II.  

B. Technical/Soft Skills 

The competencies and skills of learners should reflect the 

challenges of the society as well as the requirements of the 
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employers. IT systems know-how are required to ensure the 

connection between the digital and physical side of the 

company ś operations. In addition to professional IT 

competencies (expert systems, data analysis, databases, etc), 

and other technical disciplines, to embrace Industry 4.0, soft 

skills such as creativity and design, critical thinking, problem 

solving, intercultural skills, social competences and team 

work ability are also required.  Data interpretation will be 

crucial to make inferences based on logic and trends from 

given sets of data. It is also expected more collaboration of 

learners on designing and updating curricula. Although we 

have no idea what jobs people will do in the future, we do 

know at least that most of them will be based on science, 

technology, engineering and mathematics (STEM). 

C. Methods of Learning and Teaching 

Due to the great opportunities of remote tools, learning can 

take place anywhere and anytime and can be personalized. 

Education 4.0 empowers learners to structure their learning 

paths. It means that learners may personalize his(her) 

learning experience, where the learner has complete 

flexibility to design his(her)own future and has the freedom 

to approach and achieve personal goals by choice. With the 

rise of wearable technology personalized learning becomes 

both approachable and dynamic. Besides, learners can decide 

how they want to learn being creative on their learning 

approach - BYOD (Bring Your Own Device). Learning will 

be mostly experiential and lifelong demanding collaboration 

skills. Learners will be more involved in hands-on learning 

through collaborative projects, internship and international 

cooperation, which requires intercultural and networking 

skills. In such scenario, teachers assume the role of 

facilitators who will guide the learners through their learning 

process. Besides that, mixed reality further improves the 

collaboration among learners, teachers and external parties 

offering the opportunity to work remotely together. Blended 

learning stimulates learners to choose a more personalized 

method of learning. 

D. Learning Environment 

Classroom layout will be designed to enable both 

individual and collaborative workspaces, instead of 

traditional seating arrangement [18], [19]. The importance of 

ergonomics should be considered when thinking the 

architecture of learning spaces. Learners in a classroom 

should feel as comfortable as they are at home and furniture 

in the same learning space may allow them to work in 

different areas depending on the project they are involved. 

Gamification is becoming a powerful tool to be more 

interactive and engaged to learning process [20]. Virtual, 

augmented reality and mixed reality will be one of the most 

important trends allowing learners go back in time, interact 

with objects or human beings no longer existing. 

E. Learning Assessment 

As we cannot expect to conform the same educational 

model for everyone, learners’ assignments in the form of 

constructed or selected responses only are no longer effective. 

While learning will be more experiential, Education 4.0 calls 

for methods for certifying the skills learned on the job. It is 

expected that learners  ́ assessment will occur during the 

learning process while applying the knowledge to their 

projects. Considering the online environment, alternative 

assessment tools should be implemented to accommodate 

multiple learning options. Some tools like Mobile learning 

(MLearning), E-learning, Massive Open Online Course 

(MOOC) are a new concept of learning and assessing via 

online [21]. 

 
TABLE II: EDUCATION TRENDS 

Learning context    Trends 

Technical/Soft Skills 

IT systems know-how 

Data analysis 
Creativity 

Critical thinking 
Problem solving 

Intercultural and social skills 

Team working abilities 
Participative Curricula design 

STEM education 
 

Methods of learning 

and teaching 

Focus on personalized teaching 

Creative learning approach (BYOD) 
Hand-on learning 

Virtual, Augmented, and mixed reality 
Blended learning 

 

Learning 

Environment 

Collaborative work environment 
Cozy spaces 

Adaptable furniture 
Gamification 

 

Learning 
Assessment 

On the job certification of learning 
On line assessment tools (MLearning; 

MOOC) 

 

Education 4.0 is a technology-implemented upskilling in 

the teaching and learning process, opening huge 

opportunities for the economy and society. Jobs of the future 

will be those that machines cannot do, and education is at the 

heart to preparing the present and future generations to thrive. 

The future is learning, unlearn and relearn where Education 

4.0 has a vital role. 

 

IV. PREPARING SKILLS FOR INDUSTRY 4.0 CHALLENGES 

It is very important to understand what changes will bring 

Industry 4.0, what new tasks the workers will have to develop 

and what additional skills would be required. We have 

explored the main drivers of Industry 4.0 and we are aware 

that the tools, machines and technologies to be used will be 

different from those used at present. With the change in work 

environment and tools to be used, the skills required will also 

change [22]. Learners will need both broad and specialized 

knowledge about maths, engineering, management and 

science. Global problems require global solutions and 

thinking across disciplines will be crucial to face ongoing 

transformations on the economic, social and environmental 

landscape of Industry 4,0. 

A. Skills Facing Economic Challenges 

New jobs will appear as products, services, processes or 

new business models emerge. A new set of mixed skills to 

perform in the increasingly dynamic and complex world, will 

be required [23]. On-going globalization will require 

intercultural, language and networking skills. Automation, 

digitization and the rise in data volumes will require workers 

International Journal of Innovation, Management and Technology, Vol. 11, No. 1, February 2020

35



  

with a new set of skills which are focussed on collaboration, 

data analytics and computer proficiency. Table III lists some 

economic challenges and skills required to face them. 

 
TABLE III: SKILLS REQUIRED TO FACE ECONOMIC CHALLENGES 

Economic Challenges Skills Required 

On-going globalization 

Intercultural Skills 

Language skills 

Networking skills 
 

On-going automation and 

digitization 

Digital proficiency 
New technical skills 

Problem solving 

 

Increased need of innovation 

Creativity 

Entrepreneurial thinking 
Research skills 

Process understanding 

Problem solving 
Work under pressure 

 

Rise in data volumes 

Data analytics 

Decision making 
 

Higher service orientation 

Communication Skills 

Networking skills 
Conflict solving 

Commitment 
Conflict solving 

 

B. Skills Facing Social Challenges 

Demographic change is one of the most influencing social 

challenges, potentially impacting on work environment. The 

implications of an aging workforce are the possibility that 

large scale retirements may lead to an unrecoverable loss of 

knowledge. It is expected a growing complexity in many job 

profiles, along with an increasing need for cross-functional 

work organization There is a consensus that technology is a 

facilitator or driver of most of the new work behaviors and 

opportunities that will appear in the future. Table IV 

comprises some social challenges and skills required to deal 

with the new paradigm. 

 
TABLE IV: SKILLS REQUIRED TO FACE SOCIAL CHALLENGES 

Social Challenges Skills Required 

Demographic changes 

Ability to transfer knowledge 

(retaining the knowledge from older 
employees) 

 

Increasing virtual work 

 

Digital proficiency 

Media skills 

Technology skills 

 

Growing complexity of 
processes 

Technical skills 
Process understanding 

Motivation to learn 

Ambiguity tolerance 
Analitycal skills 

 

C. Skills Facing Environmental Challenges 

Education 4.0 should also address some of the most 

pressing challenges of our days: global climate change, 

ecosystem degradation and the depletion of natural resources. 

A “go-green” mentality from prior scholarship, involving 

pedagogical practices and new curriculum theories, is urgent 

to implement in order to motivate human engagement and 

action in resolving environmental problems [24].  Table V 

attempts to define some necessary skills to face 

environmental challenges. 

 
    

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V. CONCLUSIONS 

Inspired on the Industry 4.0 challenges, Education 4.0 

emerges as a response to align human and technology 

searching for new possibilities. In this sense the term 

“education 4.0” means preparing people for the needs of 

Industry 4.0. Focused on the learner supported by technology, 

Education 4.0 is a system that involves and benefits multiple 

stakeholders (not only education institutions and students, 

but also enterprises, policy makers and representative bodies) 

with great impact in society. There is a consensus that 

technology is a facilitator or driver of most of the new work 

behaviours and opportunities will appear in the future. 

While further research is needed, the analysis conducted so 

far, provides some perspectives with respect to education for 

Industry 4.0. New technological solutions will lead to an 

unprecedented transformation of our ecosystem.  Education 

policies aimed at addressing the demand for new Industry 4.0 

skills, should focus on not only technical skills (e.g. digital 

proficiency, data analytics, engineering, management, 

mathematical knowledge, language, intercultural skills, etc) 

but also on soft skills (e.g. networking, problem solving, 

conflict solving, sustainable mindset, process understanding, 

socio-ecology skills, etc). 

The change in education system calls for a renewed 

education and training policy agenda as a critical approach to 

developing a more sustainable society. 
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TABLE V: SKILLS REQUIRED TO FACE ENVIRONMENTAL CHALLENGES

Environmental  

Challenges
Skills Required

On-going climate change

Go-green movement

“Sustainable” mindset

Motivation to protect planet

Ecosystem degradation

Sustainability concerns

Creativity to develop 

sustainable solutions

Depletion of natural 

resources

Energy efficiency systems

Socio-ecology skills
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